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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 18033-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

ISO/IEC 18033 consists of the following parts, under the general title Information technology — Secur?ty
techniques — Encryption algorithms: '

— Part 1: General
— Part 2: Asynnetric ciphers
— Part 3: Block ciphers

— Part 4: Stream ciphers
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of patents.

The ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he is willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statement of the holder of this patent right is registered with the ISO and IEC. Information may be obtained
from:

ISO/IEC JTC 1/SC 27 Standing Document 8 (SD8) "Patent Information”
Standing Document 8 (SD8) is available at http://www.ni.din.de/sc27

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.
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INTERNATIONAL STANDARD ISO/IEC 18033-3:2005(E)

Information technology — Security techniques — Encryption
algorithms —

Part 3:
Block ciphers

1 Scope
This part of ISO/IEC 18033 specifies block ciphers. A block cipher maps blocks of n bits to blocks of n bits,

under the control of a key of k bits. A total of six different block ciphers are defined. They are categorized in
Table 1.

Table 1. Block ciphers specified

Block length | Algorithm name (Clause #) | Key length

64 bits TDEA 4.1) 128 or 192 bits
MISTY1 (4.2) 128 bits
CAST-128 (4.3) 1

128 bits AES (5.1) 128, 192 or 256 bits
Camellia (5.2)
SEED (5.3) 128 bits

The algorithms specified in this part of ISO/IEC 18033 have been assigned object identifiers in accordance
with ISO/IEC 9834. The list of assigned object identifiers is given in Annex B. Any changes to the specification
of the algorithms resulting in a change of functional behaviour will result in a change of the object identifier
assigned to the algorithm.

2 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

21
block
string of bits of defined length. [ISO/IEC 18033-1:2004]

NOTE - In this part of ISO/IEC 18033, the block length is either 64 or 128 bits.

2.2

block cipher

symmetric encipherment system with the property that the encryption algorithm operates on a block of
plaintext, i.e. a string of bits of a defined length, to yield a block of ciphertext. [ISO/IEC 18033-1:2004]

23
ciphertext
data which has been transformed to hide its information content. [ISO/IEC 9798-1:1997]

1 The key length of the original version of CAST-128 is variable from 40 bits to 128 bits. This part of ISO/IEC 18033,
however, specifies its use only with keys of 128 bits.

A IOANEA AnAE :
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24

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment). [ISO/IEC 11770-1:1996]

NOTE - In all the ciphers specified in this part of ISO/IEC18033, keys consist of a sequence of bits.

25

n-bit block cipher

block cipher with the property that plaintext blocks and ciphertext blocks are n bits in length.
[ISO/IEC 10116:1997]

2.6

plaintext
unenciphered information. [ISO/IEC 9797-1:1999]

3 Symbols

n — plaintext/ciphertext bit length for a block cipher.
Ex — encryption function with key K.

Dk — decryption function with key K.

Nr — the number of rounds for the AES algorithm, which is 10, 12 or 14 for the choices of key length 128, 192
or 256 bits respectively.

Nk — the number of 32-bit words comprising a key for the AES algorithm, which is 4, 6 or 8 for the choices of
key length 128, 192 or 256 bits respectively.

@ - the bit-wise logical exclusive-OR operation on bit-strings, i.e., if A, B are strings of the same length then
A® B is the string equal to the bit-wise logical exclusive-OR of A and B.

A—the? bit-wise logical AND operation on bit-strings, i.e., if A, B are strings of the same length then A AB is
the string equal to the bit-wise logical AND of A and B.

V — the bit-wise logical OR operation on bit-strings, i.e., if A, B are strings of the same length then A VB is
the string equal to the bit-wise logical OR of A and B.

|| = concatenation of bit strings.
o — finite field multiplication.
<<<; - the left circular rotation of the operand by i bits.

>>>; — the right circular rotation of the operand by i bits.

x — the bitwise complement of x.

4 64-bit block ciphers

In this clause, three 64-bit block ciphers are specified; TDEA (or ‘Triple DES’) in clause 4.1, MISTY1 in
clause 4.2 and CAST-128 in clause 4.3.

Users authorized to access data that has been enciphered must have the key that was used to encipher the
data in order to decipher it. The algorithm is designed to encipher and decipher blocks of data consisting of 64
bits under control of a 128- (or 192-) bit key. Deciphering must be accomplished using the same key as for
enciphering.

© ISO/IEC 2005 — Al rights reserved
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4.1 TDEA
The Triple Data Encryption Algorithm (TDEA) is a symmetric cipher that can process data blocks of 64 bits,
using cipher keys with length of 128 (or 192) bits, of which 112 (or 168) bits can be chosen arbitrarily, and the
rest may be used for error detection. The TDEA is commonly known as Triple DES (Data Encryption
Standard).

A TDEA encryption/decryption operation is a compound operation of DES encryption and decryption
operations, where the DES algorithm is specified in Annex A. A TDEA key consists of three DES keys.

4.1.1 TDEA encryption/decryption

The TDEA is defined in terms of DES operations, where E is the DES encryption operation for the key K and
D is the DES decryption operation for the key K.

4111 TDEA encryption

The transformation of a 64-bit block P into a 64-bit block C is defined as follows:

C=E, (D, (Es (P)).

41.1.2 TDEA decryption

The transformation of a 64-bit block C into a 64-bit block P is defined as follows:

P =Dy (Ey, (D, (O).

4.1.2 TDEA keying options 2

This part of ISO/IEC 18033 specifies the following keying options for TDEA. The TDEA key comprises the :
triple (K1, K, K3)

1. Keying Option 1: K, K> and Kj are different DES keys;
2. Keying Option 2: K; and K; are different DES keys and K3 = K.
NOTE - The option that K; = K, = K3, the single-DES equivalent, is not recommended. Furthermore, the use

of keying option 1 is preferred over keying option 2 since it provides additional security at the same
performance level.

4.2 MISTY1

The MISTY1 algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher key
with length of 128 bits.

4.2.1 MISTY1 encryption

The encryption operation is as shown in Figure 1. The transformation of a 64-bit block P into a 64-bit block C
is defined as follows (KL, KO and Kl are keys):

2The Keying Option 2 is approved only through the year 2009 by NIST.
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(1) P=Loll Ro
KL =KLy || KLz || ... || KL1o
KO = KO, || KO, || ... || KOs
Ki =Kl || Kl || ... || Kls

(2) fori=1,3, ..., 7 (increment in steps of 2 because the loop body consists of two rounds):
R,‘ = FL(L,’.1, KL,)
L= FL(R:1, KLi+1) ® FO(R;, KO;, KI))

Li+1 = R,@ FO(L,, KO,'+1, K/,‘+1)

R = L;
fori=9:
Ri = FL(L:1, KL;)

Li=FL(Rp.1, KL+1)
() C=Lo|l Re
4.2.2 MISTY1 decryption

The decryption operation is as shown in Figure 2, and is identical in operation to encryption apart from the
following two modifications.

(1) All FL functions are replaced by their inverse functions FL™.

(2) The order in which the subkeys are applied is reversed.

4.2.3 MISTY1 functions

The MISTY1 algorithm uses a number of functions, namely S;, Sy, FI, FO, FL and FL™, which are now defined.
4.2.31 Function FL

The FL function is used in encryption only and is shown in Figure 3. The FL function is defined as follows
(Xand Y are data, KL is a key):

(1) Xz2 =X, || Xg, KL; = KL;, || KLir
(2) YR = (XL A KL,’L) ('B XR
(3) YL = XL @ (YRV KL,'R)

(4) Yo=Y || Yr

A .
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Plaintext Ciphertext
KL1 ! KL2 | KL10 ! KL9 |
—” FL —” FL — " FL! ——* FL!
KO1,KI1 KO8,KI8
v v
>FO<J> >FO<O
KO2,KI2 KO7,KI7
v v
)FO%D >F0<f>
KL3 KL4 KL8 KL7
——» FL —» FL ———_*” FL! ———* FL1
KO3,KI3 KO06,KI6
v v
>FO<=/> >F0<f>
KO04,KI4 KO5,KI5
v v
>F(%> >F0<f>
KL5 KL6 KL6 KL5
——» FL —> FL —— " FL! ———* FL1
KO05,KI5 KO04,KI4
v v
e ></>
KO06,KI6 KO3,KI3
v v
>FO<=/> >F(%>
KL7 KLS8 KL4 KL3
——» FL ———» FL ——» FL! —* FL1!
KO7,KI7 KO2,KI2
v v
0 e
KO8,KI8 KO1,KI1
v v
>FO<J> >F0<f>
KL9 KL10 KL2 KL1
———” FL ————» FL ———» FL! ——* FL1!
Ciphertext Plaintext
Figure 1. The Encryption Procedure Figure 2. The Decryption Procedure
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4.2.3.2 Function FL"

The FL™ function, which is the inverse to the FL function, is used in decryption only and is shown in Figure 4.
The FL™ function is defined as follows (X and Y are data, KL is a key):

(1) Y2 =Y. || Yr KL= KL || KLig
(2) XL =Y. ® (YrV KLi)
(3) Xg= (XL AKLy) @ Yr
(4) Xz2 = X, || Xr
4.2.3.3 Function FO

The FO function is used in encryption and decryption, and is shown in Figure 5. The FO function is defined as
follows (X and Y are data, KO and K/ are keys):

(1) X2 = Lo |l Ro
KO, = KOy || KOg || KOs || KOu, Ki; = Ky || Kli2 || Kli3
(2)forj=1t03:
R; = FI(Li.1 @ KOy, Kl;j) @ Ry
Li= R4
(3) Y32 = (Ls® KOu) || R3
4.2.3.4 Function FI

The FI function is used for encryption, decryption and the key schedule, and is shown in Figure 6, where
Extnd is the operation zero-extended from 7 bits to 9 bits by the concatenation of two bits on the left side, and
Trunc is the operation truncated by two bits on the left side. The FI function is defined as follows (X and Y are
data, Kl is a key):

(1) X16 = Lo (9 bits) || Ro (7 bits), Kl = Kl || Kljr
(2) Ry = So(Lo) @ Extnd(Ry)

(3) L1 =R,

(4) R =S7 (Ly) © Trunc(Rq) @ Klj.

(5) Lo =R, ® Ky

(4) Rs = So(Ls) @ Extnd(R,)

6) Lz =R,

(6) Yie= L3 || Rs

o .
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X3z Yz
X Xr YL Yr

KL, KL

KLir KL,

YL l Y32 Yr X lX32 Xr

Figure 3. The Function FL Figure 4. The Function FL"

iX?,z L‘XvIG
0 Pﬂ 7] Pﬂ
KOl'l _N >

Kln _y| FI So

<>< <>< Extnd

Kz | FI S7

<>< Trunc

Kl _p FI So

>< <>< Extnd
e e
)

¢Y32 ¢Yw

Figure 5. The Function FO Figure 6. The Function FI
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4.2.3.5 Lookup Tables S; and Sy

S; is a bijective lookup table that accepts a 7-bit input and yields a 7-bit output. Sq is a bijective lookup table
that accepts a 9-bit input and yields a 9-bit output. Tables 2 and 3 define these lookup tables in a hexadecimal
form. S; and Sg can be also described in a simple algebraic form over GF(2) as shown in Clause C.1.

For example, if the input to S; is {53}, then the substitution value would be determined by the intersection of
the row with index ‘5’ and the column with index ‘3’ in Table 2. This would result in S; having a value of {57}.

Table 2. S;
01 2 3 4 5 6 7 8 9 a b c d e f

0| 1b 32 33 5a 3b 10 17 54 5b la 72 73 6b 2c 66 49
1f 24 13 6¢c 37 2e 3f 4a 5d 0f 40 56 25 51 1lc 04
Ob 46 20 0d 7b 35 44 42 2b le 41 14 4b 79 15 6f

w N

0Oe 55 09 36 74 0Oc 67 53 28 0a 7e 38 02 07 60 29
19 12 65 2f 30 39 08 68 5f 78 2a 4c 64 45 75 3d
59 48 03 57 7c 4f 62 3c 1d 21 5e 27 6a 70 4d 3a
01 6d 6e 63 18 77 23 05 26 76 00 31 2d 7a 7f 61

< o0 U

50 22 11 06 47 16 52 4e 71 3e 69 43 34 5c 58 7d

Table 3. Sq
0 1 2 3 4 5 6 7 8 9 a b ¢ d e f

00 | 1c3 Ocb 153 19f 1le3 0e9 0fb 035 181 0b9 117 leb 133 009 02d 043
01 | 0c7 14a 037 07e Oeb 164 193 1d8 0a3 1lle 055 02c 01d 1la2 163 118
02 | 14b 152 1d2 00f 02b 030 13a 0Oe5 111 138 18e 063 0e3 0c8 1f4 01b
03 | 001 09d 0f8 1a0 1e6d 1f3 0lc 146 07d 0dl 082 lea 183 12d 0f4 19e
04 | 1d3 0dd le2 128 1le0 Oec 059 091 011 12f 026 0dc ObO 18c 10f 1f7
05 | 0e7 16c 0b6 0f9 0d8 151 101 14c 103 0b8 154 12b lae 017 071 00c
06 | 047 058 07f la4 134 129 084 15d 19d 1b2 1la3 048 07c 051 1lca 023
07 | 13d 1a7 165 03b 042 0da 192 Oce 0cl 06b 09f 1f1 12c 184 0fa 196
08 | 1el 169 17d 031 180 10a 094 1da 186 13e 1llc 060 175 1lcf 067 119
09 | 065 068 099 150 008 007 17c 0b7 024 019 0de 127 0db 0e4 1la9 052
O0a | 109 090 19c 1cl 028 1b3 135 16a 176 0df 1le5 188 0c5 1l6e 1lde 1bl
0b | 0c3 1df 036 Oee lee 0f0 093 049 09a 1lbée 069 081 125 00b 05e 0b4
Oc [ 149 1c7 174 03e 13b 1b7 08e 1lc6 0Oae 010 095 lef 04e 0f2 1fd 085
0d | 0fd 0f6 0a0 16f 083 08a 156 09b 13c 107 167 098 1d0 1le9 003 1fe
Oe | Obd 122 089 0d2 18f 012 033 06a 142 Oed 170 11b 0Oe2 14f 158 131
0f [ 147 05d 113 1lcd 079 161 1la5 179 09e 1b4 Occ 022 132 0la 0e8 004
10 (187 led 197 039 1bf 1d7 027 18b 0c6 09c 0d0 1l4e 06c 034 1f2 06e
11 | Oca 025 Oba 191 O0fe 013 106 02f lad 172 1db 0cO0 10b 1dé6 0f5 lec
12 | 10d 076 114 lab 075 10c le4 159 054 11f 04b 0c4 1lbe 0£f7 029 0a4
13 | 00e 1f0 077 04d 17a 086 08b 0b3 171 Obf 10e 104 097 15b 160 168
14 | 0d7 Obb 066 1lce 0fc 092 1c5 06f 016 04a 0Oal 139 Oaf 0fl 190 00a
15 | 1laa 143 17b 056 18d 166 0d4 1fb 14d 194 19a 087 1f8 123 0a7 1b8
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16 | 141 03c 1f9 140 02a 155 1la lal 198 045 126 laf 061 12e 157 1ldc
17 | 072 18a 0Oaa 096 115 Oef 045 07b 08d 145 053 05f 178 0b2 02e 020
18 | 1d5 03f 1c9 1le7 lac 044 038 014 Obl 16b 0Oab 0b5 05a 182 1c8 1d4
19 | 018 177 064 Ocf 0e6d 100 199 130 15a 005 120 1bb 1bd 0e0 04f 0dé6
la | 13f 1c4 12a 015 006 Off 19b 0Oa6 043 088 050 15f 1e8 121 073 1l7e
1b | Obc 0c2 0c9 173 189 1f5 074 1lcc le6 la8 195 01f 041 00d 1ba 032
lc | 03d 1d1 080 0a8 057 1b9 162 148 0d9 105 062 07a 021 1ff 112 108
1d | 1c0 0a9 11d 1b0 la6 Ocd 0f3 05c 102 05b 1d9 144 1f6 0Oad 0a5 03a
le | 1cb 136 17f 046 0el 0Ole 1dd Oe6 137 1fa 185 08c 08f 040 1b5 Obe
1f [ 078 000 Oac 110 15e 124 002 1lbc 0a2 Oea 070 1fc 116 15c 04c 1c2

4.2.4 MISTY1 key schedule

The key scheduling part accepts a 128-bit key K and yields another 128-bit subkey K, as shown below.
The figure of the key scheduling part is described in Figure 7.

The key scheduling operation is thus defined as follows.
(MK=Ki | K2 || Ks || Ka || Ks || Ko || K7 || Ks
(2)fori=1t07:
K'i = FI(Ki, K1)
(3) K’s = FI(Ks, K1)
@ K=Ky [| K2 || K3 || K || K's || K's || K7 1] Ks
(5) KOn = Ki, KOp = Kisz, KO = Kis7, KOig = Kisa, Klit = K'us, Klip = K1, Kliz = K'ia,

KL,‘L = K(,‘+1)/2 (Odd I) or K(,'/2)+2 (even I), KL,’R =K’ (+1)/2+6 (Odd I) or K,(;/2)+4 (even I)

Fl Fl Fl Fl Fl Fl Fl Fl <«
Ky Ky’ K3’ Ky’ Ks’ Ks’ K7’ Ksg’
Figure 7. MISTY1 Key Scheduling
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4.3 CAST-128

The CAST-128 algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher
key with length of 128 bits under 16 rounds.

431 CAST-128 encryption
The transformation of a 64-bit block P into a 64-bit block C is defined as follows (Km and Kr are keys):
(M P=Lll Ro
(2) fori=1to 16:
Li=Ri4
R; = Liy @ f(R.1,Km;,Kr))
(3) C=Riell L1s
4.3.2 CAST-128 decryption

The decryption operation is identical to the encryption operation given above, except that the rounds (and
therefore the subkey pairs) are used in reverse order to compute (Lo, Ro) from (R1s, L1s).

4.3.3 CAST-128 functions

4.3.3.1 Pairs of Round Keys

CAST-128 uses a pair of subkeys per round: a 32-bit quantity Km is used as a "masking" key and a 5-bit
quantity Kris used as a "rotation" key.

43.3.2 f-functions
Three different round functions are used in the encryption and decryption operations, depending on the round
number. The rounds are as follows (where "D" is the data input to the f function and "/a" - "Id" are the most
significant byte through least significant byte of /, respectively).
Type 1: I = ((Km; + D) <<<; Krj)
f = ((S1[Ia] @ S2[Ib]) - S3[Ic]) + S4[Id]
Type 2: I = ((Km; ® D) <<<; Kr;)
f = ((S1[Ia]l - S2[Ib]) + S3[Ic]) ©® sS4[Id]
Type 3: I = ((Km; - D) <<<; Krj)
f = ((S1[Ia] + S2[Ib]) & S3[Ic]) - S4[Id]
Rounds 1, 4, 7, 10, 13, and 16 use f function Type 1.

Rounds 2, 5, 8, 11, and 14 use f function Type 2.
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Rounds 3, 6, 9, 12, and 15 use f function Type 3.

4.3.3.3 Substitution Boxes

Eight substitution boxes are used: s-boxes S1, S2, S3, and S4 are round function s-boxes; S5, S6, S7, and S8
are key schedule s- boxes.

43.3.31 S-Box S1

30fb40d4 9faOff0b 6beccd2f 3f258c7a 1le213f2f 9c004dd3 6003e540 cf9fc949
bfd4af27 88bbbdb5 e2034090 98d09675 6e63a0e0 15c361d2 c2e7661d 22d4ff8e
28683b6f c07£d059 ££2379c8 775f50e2 43c340d3 df2f8656 887cad4la a2d2bd2d
alc9e0d6 346c4819 61b76d87 22540f2f 2abe32el aab54166b 22568e3a a2d341d0
66db40c8 a784392f 004dff2f 2db9d2de 97943fac 4a97cld8 527644b7 b5f437a7
b82cbaef d751d159 6ff7f0ed 5a097alf 827b68d0 90ecf52e 22b0c054 bc8e5935
4be6d2f7f 50bb64a2 d2664910 bee5812d b7332290 e93b159f b48eedll 4bff345d
£d45c240 ad31973f c4f6d02e 55fc8165 d5blcaad alac2dae a2d4b76d cl9b0c50
882240f2 0c6e4f38 a4ed4bfd7 4f5ba272 564cld2f c59c5319 b949e354 b04669fe
blb6ab8a ¢71358dd 6385c545 110£935d 57538ad5 6a390493 e63d37e0 2a54f6b3
3a787d5f 6276a0b5 19a6fcdf 7a42206a 29f9d4d5 f£61b1891 bb72275e aa508167
38901091 c6b505eb 84c7cb8c 2ad75a0f 874al427 a2dl936b 2ad286af aa56d291
d7894360 425c750d 93b39e26 187184c9 6c00b32d 73e2bbl4 albebc3c 54623779
64459eab 3f£328b82 7718cf82 59a2ceab 04ee002e 89fe78e6 3fab0950 325ff6c2
81383f05 6963c5¢c8 76cb5ade d49974c9 cal80dcf 380782d5 c7fa5cfé 8ac31511
35e79el3 47da91d0 £40£9086 a7e2419e 31366241 051ef495 aa573b04 4a805d8d
548300d0 00322a3c bf64cddf ba57a68e 75c6372b 50afd341 a7cl1l3275 915a0bfs
6b54bfab 2b0bl426 ab4cc9d7 449ccd82 f£7fbf265 ab85c5f3 1b55db94 aad4e324
cfad4bd3f 2deaal3e2 9e204d02 c8bd25ac eadf55b3 d5bd9e98 e31231b2 2ad5adéc
954329de adbe4528 d8710f69 aa51c90f aa786bf6 22513fle aa5la79b 2ad344cc
7b5a41£f0 d37cfbad 1b069505 4lece491 b4c332e6 032268d4 c9600acc celd87e6d
bfebbléec 6a70fb78 0403d9c9 d4df39de e01063da 4736f464 5ad328d8 b347cc96
75bb0fc3 98511bfb 4ffbcc35 b58bcf6a ellflabc bfc5fed4a a70aecl0 ac39570a
3f04442f 6188b1l53 e0397a2e 5727cb79 9ceb418f lcacde8d 2ad37c96 0175cbod
c69dff09 c75b65£f0 d9db40d8 ec0e7779 4744eadd bllc3274 dd24cb9e 7elc54bd
£01144f9 d2240ebl 9675b3fd a3ac3755 d47c27af 51c85f4d 56907596 aSbblb5e6
580304f0 ca042cfl 0lla37ea 8dbfaadb 35ba3e4a 3526ffal0 c37b4d09 bc306ed9
98a52666 5648f725 ff5e569d O0ced63d0 7c63b2cf 700b45el d5ea50fl 85a92872
aflfbda7 d4234870 a7870bf3 2d3b4d79 42e04198 0OcdOede7 26470db8 £881814c
474d6ad7 7c0c5e5c d1231959 381b7298 f5d2f4db ab838653 6e2fle23 83719c9e
bd91e046 9a56456e dc39200c 20c8c571 962bdalc ele696ff bl41ab08 7cca89b9

1a69e783 02cc4843 a2f7c579 429ef47d 427bl69c 5ac9£049 dd8£0£00 5c8165bE
43.3.3.2 S-Box S2

1£f201094 ef0ba75b 69e3cf7e 393f4380 fe6lcf7a eec5207a 55889c94 72fc0651
ada7ef79 4el1d7235 d55a63ce del0436ba 99c430ef 5f0c0794 18dcdb7d aldeeff3l
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a0b52f7b
dlda4181
1fc41080
ell3c85b
3d63C¢E£73
602f64a4
1084§094
fc884f69
e8256333
c5de55dd
54f03084
eccf0ldb
8led6fel
5e552d25
a20c3005
ee4le729
73£98417
50d99c08
cdf0b680
7af75673
db2ffdse
b8da230c
c72feffa
61d9b8ce
dc8637a0
2d6a77ab
5483697b
b284600c
8f5ea2b3
43d79572

43.3.3.3

8defc240
beblfobf
11107d9f
553fb2c0
4ela8302
ag8c01db7
99b03dbf
b843c213
a747d2d0
8c96fdad
efbd7d9b
23efe941
f8af918d

59e83605
3b092abl
179bee7a
acc40083
cee234cO
dé3acd9c
2537a95e
3e4de8df
844e8212
eb667064
066ff472
a6d3doba
20e74364
5272d237
8871dfe63
6eld2d7c
al269859
cb3f4861
17844d3b
2fdd5cdb
8f32cel9
80823028
22822e99
00b24869
16a7d3bl
3527ed4b
2667a8cc
dg35731d
fcl84642
7e6dd07c

eel5b094
f997flcl
d37ac6a9
d7503525
d4dg7e87
1bbc4635
faefeffe
ef0e0088
128d8098
77840b4d
a3laals3
b6803d5¢c
b45e1378
79d2951c
bode2fcb
50045286
ec645c44
c26bd765
3leef84d
alle3lcl
306af97a
dcdef3c8
82c570b4
b7ffce3f
9fc393b7
821fd216
85196048
dcblce47
0a036b7a
0edfdfle

S-Box S3

25fas5d9of
eefbcaea
07647db9
489ae22b
bae07fff
579fc264
b5dbc64b
6c0743f1
1651192e
5d2c2aae
a672597d
a903flze
4e48f79%e

eb903dbf
e8cfl1950
b2e3e4d4
d4ef9794
528246e7
67094£31
638dc0e6
8309893c
af70bf3e
8ee9%99%a49
ada840d8
60270df2
8f6leddf
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e9f£do09
a5e6cf7b
fe5830a4
f7ea6l15f
5¢c672b21
9e81032d
alff3blf
3559648d
fed33fb4
alb6a80l
dadc4755
af77a709
del8639b
c60d894c
Occ6c9ed
le6685£f3
52c877a9
64a3f6ab
7e0824e4
30f66£43
02f03ef8
d35fb171
dsdo4es89
08dc283b
a7l36eeb
095c6e2e
8c4bacea
ac4c5eea
4fb089bd
6c6ccdef

e810c907
51df07ae
3d4f285e
125e3fbc
8e57140e
f2bd3£f5f
55819d99
0fedddsf
58c¢31380
50da88b8
45f54504
0276e4b6
e29d840e

dc440086
01420ddb
98de8b7f
62143154
071f6181
2701f50c
208cfb6a
8a45388c
ce280ael
84db26a9
b5625dbf
33b4a34c
88lcal22
488cb402
Obeeff53
£33401c6
cdff33a6
80342676
2ccb49eb
b3faec54
99319ad5
088albc8
8blc34bc
43daf65a
cebcc6ele
db92f2fb
833860d4
3ebd81b3
649da589
7160a539

47607fff
920e8806
boafag820
21fffcee
3373f7bf
40fff7cl
alo97c8lc
2f7fe850
5£98302e
8427f4a0
fa5d7403
94fd6574
842f7d83

ef944459
e4e7ef5b
77e83f4e
0d554b63
39f7627£
99847ab4
8f458c74
14804366
27el9bab
e0b56714
68561be6
397bc8d6
bo96726d1
lba4febb
e3214517
30a22c95
a02bl741
25a75e7b
846a3bae
157fd7fa
c242fal0f
bec0c560
30lelé6eb
£7e19798
1a513742
S5eea29cb
0d23e0£f9
230eabb0
a345415e
73bfbe70

369fed4b
f0ad0548
fade82e0
825blbfd
8c9f8188
1fb78dfc
4a0l2dee
d7c07f£7e
727cc3c4
leac5790
e83ec305
927985b2
340ce5c8

ba83ccb3
25a1ff41
79929269
5d681121
361e3084
a0e3df79
d9e0a227
721d9bfd
d5a6c252
21£043b7
83ca6b94
5ee22b95
8049a7e8
a4b09feb
b4542835
31a70850
7cbad9a2
ed4e6dlfc
8ff77888
ef8579cc
a7e3ebb0
6la3c9es8
273be979
7619b72f
ef6828bc
145892f£5
6c387e8a
6438bc87
5c038323
83877605

8clfce44
el3c8d83
a067268b
9255c5ed
a6fcdees
8e6bd2cl
c5884a28
02507fbf
0a0fb402
796fb449
4f91751a
8276dbcb
96bbb682

eOc3cdfb
el80£806
24fa9f7b
c866c359
e4eb573b
baé6cf38c
4ec73a34
a58684bb
e49754bd
e5d05860
2d6ed23b
5f0e5304
22b7da7b
lca8l5ct
9f63293c
60930£f13
2180036f
20c710e6
ee5d60f6
dl52de58
c68e4906
bcag8fs54d
bOffeaab
8f1lc9ba4d
520365d6
91584f7f
0ae6d249
fob5blfa
3e5d3bb9
4523ecfl

aececad0
92701045
8272792e
1257a240
c982b5ab
437be59b
cccl36f71
5afb9%a04
0f7fef82
8252dcl5
925669c2
02778176
93b4b148
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ef303cab 984faf28 779faf9%b 92dc560d 224dle20 8437aa88 7d29dc96 2756d3dc
8b907cee b51£fd240 e7c07ce3 e566b4al c3e9615e 3cf8209d 6094dle3 cd9ca34l
5c76460e 00ea983b d4d67881 f£d47572c f76cedd9 bda8229c 127dadaa 438a074e
1£97c090 081lbdb8a 93a07ebe b938cal5 97b03cff 3dc2c0f8 8dlab2ec 64380e51
68cc7bfb d90f2788 12490181 5de5ffd4 dd7ef86a 76a2e214 b9a40368 925d958f
4b39fffa ba39aee9 a4ffd30b faf7933b 6d498623 193cbcfa 27627545 825cf47a
61bd8bal dlle42dl cead04f4 127ea392 10428db7 8272a972 9270c4a8 127de50b
285balc8 3c62f44f 35cOeaa5 e805d231 428929fb b4fcdf82 4fb66a53 0e7dcl5b
1f081fab 108618ae fcfd086d £9f£2889 694bccll 236ab5cae 1l2decad4d 2c3f8cch
d2d02dfe f8ef5896 e4cf52da 95155b67 494a488c b9b6a80c 5c8f82bc 89d36b45
3a609437 ec00c9a9 44715253 0aB874b49 d773bc40 7c34671c 02717ef6 4feb5536
a2d02fff d2bf60c4 d43f03c0 50b4ef6d 07478cdl 006el1888 a2e53f55 b9e6ddbe
a2048016 97573833 d7207d67 de0f8f3d 72f£87b33 abcc4fl33 7688c55d 7b00a6b0
947b0001 570075d2 f9bb88f8 8942019e 4264a5ff 856302e0 72dbd92b ee971b69
6ea22fde 5f08ae2b af7a616d e5c98767 cflfebd2 6lefc8c2 flac2571 cc8239c2
67214cb8 ble583dl b7dc3e62 7fl0bdce £90a5c38 0£f0443d 606e6dc6 60543a49
5727c148 2be98ald 8ab41738 20elbe24 af96dalf 68458425 99833be5 600d457d
282f9350 8334b362 d91d1120 2b6d8dald 642ble3l 9c305a00 52bce688 1b03588a
f7baefd5 4142ed9c a4315cll 83323ec5 dfef4636 al33c501 e9d3531c ee353783

43.3.34 S-Box S4

9db30420 1fb6e9de a7be7bef d273a298 4a4f7bdb 64ad8c57 85510443 fa020edl
7e287aff e60fb663 095f35al 79ebfl120 £d059d43 6497b7bl £3641f63 24ledadf
28147f5f 4fa2b8cd c9430040 0cc32220 £dd30b30 c0a5374f 1d2d00d9 24147bl5
ee4dllla 0fcab5167 71ff904c 2d195ffe 1a05645f 0cl3fefe 081b08ca 05170121
80530100 e83e5efe ac9af4f8 7fe72701 d2b8ee5f 06df4261 bb9e9b8a 7293ea25
ce84ffdf £5718801 3dd64b04 a26f263b 7ed48400 547eebe6 446d4cal 6cf3defs
2649abdf aealOc7f5 36338ccl 503f7e93 d3772061 11b638el 72500e03 £80eb2bb
abe0502e ec8d77de 57971e81 eldfe6746 c9335400 6920318f 081dbb99 ffc304a5
4d351805 7f3d5ce3 a6c866c6 5d5bcca9 daec6fea 9£926£91 9£46222f 39914674
abbfed8e 1143c44f 43958302 d02l4eeb 022083b8 3fb6180c 18f8931e 281658e6
26486e3e 8bd78a70 7477e4cl b506e07c £32d0a25 79098b02 ed4eabb81l 28123b23
69dead38 1574cal6 df871b62 211c40b7 a5la9ef9 0014377b 04le8ac8 09114003
bd59e4d2 e3dl56d5 4fe876d5 2f£91a340 557be8de 0Oeae4a7 Oce5c2ec 4db4bbaé
e756bdff dd3369ac ecl7b035 06572327 99afc8b0 56c8c391 6b6581llc 5el146119
6e85cb75 be07c002 c2325577 893ff4ec 5bbfc92d dO0ec3b25 b7801lab7 8d6d3b24
20c763ef c366a5fc 9c382880 0ace3205 aac9548a ecald7c7 04lafa32 1dl6625a
6701902c 9b757a54 31d477f7 9126b031 36ccefdb c70b8b46 d9e66a48 56e55a79
026a4ceb 52437eff 2f8f76b4 0df980a5 8674cdel3 eddal4eb 17a9be04 2cl8f4df
b7747£9d ab2af7b4 efc34d20 2e096b7c 1741a254 e5b6a035 213d42f6 2clc7c26
61c2f50f 6552daf9 d2c231f8 25130£69 d8167fa2 0418f2c8 00la96a6 0dl526ab
63315c21 5e0a72ec 49bafefd 187908d9 8d0dbd86 311170a7 3e9b640c cc3el0d?7
d5cad3b6 0Ocaec388 £73001lel 6c728aff 7leae2al 1f9afl36e cfcbdl2f clde8417
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ac07be6b
6£7de532
109873f6
5ce2a465
77079103
d8eeb6d2
39e4460c
b5676e69
8644213e
7ae5290c

4.3.3.3.5

7ec90c04
08fbflfa
e6a2e77f
5f480a01
la550a04
f2f3£f763
6366e52d
df13a280
5c1££900
ef55alff
911le739%a
bcf3f0laa
b868b£f80
136e05db
26e46695
5bb5d0e8
a21de820
0ab378d5
580a249f
66b4f0a3l
76£0ae02
134f6l6f
9fe459d2
445£7382
be60e2db
324ed72f
44094£85
3d38f5£f7
6cf6ed79
5ce96c28
d6cd2595
e822felb

cb44alds
58fd7eb6
00613096
a730f32c
dea03afé6
e523be77
1fda8538
9bd3ddda
b7dc59d0
3cb9536b

8b9b0f56
d0lee900
c32d9521
dO0aa3fes8
78a8565e
c2154529
1987832f
df7e052f
7965291f
851e20fe

S-Box S5

2c6e74b9
e7f511cc
£0c720cd
0412b2aa
ba8f65ch
68af8040
02d1c000
74b55bd2
fe38d399
e59caz2c2
17a£8975
87ac36e9
0d26£f3fd
fef18391
b7566419
87d72e5a
dl8be9de
do51fboc
94f74bcO
c0fle48a
083be84d
2e77118d
45d34559
175683f4
ag9c23101
4067b7fd
3f481d87
0caB8lf36
20758184
el76eda3
68fflebf
88570983

9b0e66df
d2051b00
c4494816
259814fc
7251f4e7
ed0c9e56
c4ac8el5
682199c0
Oc4effOb
a6be62d27
32¢7911c
e53a7426
9342ede”
fb887a37
f654efcs
ab6ac6eel
£3£65777
ded7da56
e327888e
697ed5af
28421c9a
b31lb2bel
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4.3.4 CAST-128 key schedule

Let the 128-bit key be x0x1x2x3x4x5x6x7x8x9xAxBxCxDxExF, where x0 represents the most significant byte
and xF represents the least significant byte, and z0..zF be intermediate (temporary) bytes.

The subkeys are formed from the key xOx1x2x3x4x5x6x7x8x9xAxBxCxDxEXF as follows.

z0z1z2z3 = x0x1x2x3 @ S5[xD] @ S6[xF] ® S7[xC] @ S8[xE] ® S7[x8]
z47576z7 = x8x9xAxXB @ S5[z0] ® S6[z2] ® S7[z1] ® S8[z3] ® S8[xA]
z8z9zAzB = xCxDXExF @ S5[z7] ® S6[z6] @ S7[z5] ® S8[z4] ® S5[x9]
zCzDzEzF = x4x5x6x7 @ S5[zA] ® S6[z9] @ S7[zB] ® S8[z8] ® S6[xB]
K1 = S5[z8] ® S6[z9] ® S7[z7] ® S8[z6] ® S5[z2]

K2 = S5[zA] ® S6[zB] ® S7[z5] ® S8[z4] ® S6[z6]

K3 = S5[zC] @ S6[zD] ® S7[z3] @ S8[z2] ® S7[z9]

K4 = S5[zE] ® S6[zF] @ S7[z1] @ S8[z0] @ S8[zC]

x0x1x2x3 = z8z9zAzB ® S5[z5] ® S6[z7] ® S7[z4] ® S8[z6] ® S7[z0]
x4x5x6x7 = z0z1z2z3 ® S5[x0] ® S6[x2] ® S7[x1] ® S8[x3] ® S8[z2]
X8X9IXAXB = z4z5z627 ® S5[x7] ® S6[x6] ® S7[x5] ® S8[x4] ® S5[z1]
XCxDxExF = zCzDzEzF ® S5[xA] ® S6[x9] ® S7[xB] ® S8[x8] ® S6[z3]
K5 = S5[x3] ® S6[x2] ® S7[xC] @ S8[xD] ® S5[x8]

K6 = S5[x1] @ S6[x0] ® S7[xE] & S8[xF] & S6[xD]
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K7 = S5[x7] ® S6[x6] ® S7[x8] ® S8[x9] ® S7[x3]

K8 = S5[x5] ® S6[x4] ® S7[xA] ® S8[xB] ® S8[x7]

z0z1z2z3 = x0x1x2x3 @ S5[xD] @ S6[xF] ® S7[xC] @ S8[xE] ® S7[x8]
z4z5z6z7 = x8x9xAxB ® S5[z0] ® S6[z2] ® S7[z1] @ S8[z3] ® S8[xA]
z8z9zAzB = xCxDxExF @ S5[z7] ® S6[z6] ® S7[z5] ® S8[z4] ® S5[x9]
zCzDzEzF = x4x5x6x7 ® S5[zA] @ S6[z9] ® S7[zB] ® S8[z8] @ S6[xB]
K9 = S5[z3] @ S6[z2] ® S7[zC] ® S8[zD] @ S5[z9]

K10 = S5[z1] @ S6[z0] ® S7[zE] ® S8[zF] ® S6[zC]

K11 = S5[z7] @ S6[z6] ® S7[z8] ® S8[z9] ® S7[z2]

K12 = S5[z5] ® S6[z4] ® S7[zA] ® S8[zB] ® S8|z6]

x0x1x2x3 = z829zAzB ® S5[z5] @ S6[z7] @ S7[z4] ® S8[z6] ® S7[z0]
x4x5x6x7 = z0z1z2z3 @ S5[x0] @ S6[x2] ® S7[x1] ® S8[x3] ® S8[z2]
X8X9XAXB = 24252627 ® S5[x7] ® S6[x6] ® S7[x5] @ S8[x4] ® S5[z1]
XCxDxExF = zCzDzEzF ® S5[xA] ® S6[x9] @ S7[xB] ® S8[x8] & S6[z3]
K13 = S5[x8] @ S6[x9] ® S7[x7] ® S8[x6] ® S5[x3]

K14 = S5[xA] ® S6[xB] ® S7[x5] ® S8[x4] ® S6[x7]

K15 = S5[xC] ® S6[xD] & S7[x3] ® S8[x2] ® S7[x8]

K16 = S5[xE] ® S6[xF] ® S7[x1] ® S8[x0] ® S8[xD]

[The remaining half is identical to what is given above, carrying on from the last created x0..xF to generate
keys K17 - K32.]

z0z1z2z3 = x0x1x2x3 @ S5[xD] @ S6[xF] @ S7[xC] @ S8[xE] ® S7[x8]
24752627 = x8x9xAxB ® S5[z0] ® S6[z2] ® S7[z1] @ S8[z3] ® S8[xA]
z8z9zAzB = xCxDxExF @ S5[z7] ® S6[z6] ® S7[z5] ® S8[z4] ® S5[x9]
zCzDzEzF = x4x5x6x7 ® S5[zA] @ S6[z9] ® S7[zB] ® S8[z8] @ S6[xB]
K17 = S5[z8] ® S6[z9] ® S7[z7] ® S8[z6] ® S5[z2]

K18 = S5[zA] ® S6[zB] @ S7[z5] ® S8[z4] ® S6[z6]

K19 = S5[zC] ® S6[zD] @ S7[z3] ® S8[z2] ® S7[z9]

K20 = S5[zE] ® S6[zF] ® S7[z1] ® S8[z0] ® S8[zC]

x0x1x2x3 = z8z9zAzB ® S5[z5] @ S6[z7] @ S7[z4] ® S8[z6] ® S7[z0]

10 .
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x4x5x6x7 = z0z1z2z3 ® S5[x0] ® S6[x2] ® S7[x1] ® S8[x3] @ S8[z2]
X8XIXAXB = z4z5z6z7 ® S5[x7] ® S6[x6] @ S7[x5] ® S8[x4] ® S5[z1]
XCxDxExF = zCzDzEzF @ S5[xA] ® S6[x9] ® S7[xB] ® S8[x8] ® S6[z3]
K21 = S5[x3] @ S6[x2] ® S7[xC] & S8[xD] ® S5[x8]

K22 = S5[x1] @ S6[x0] ® S7[xE] ® S8[xF] ® S6[xD]

K23 = S5[x7] @ S6[x6] ® S7[x8] ® S8[x9] ® S7[x3]

K24 = S5[x5] ® S6[x4] ® S7[xA] ® S8[xB] ® S8[x7]

z0z1z2z3 = x0x1x2x3 @ S5[xD] @ S6[xF] ® S7[xC] @ S8[xE] ® S7[x8]
z475z6z7 = x8x9xAxB ® S5[z0] ® S6[z2] ® S7[z1] @ S8[z3] ® S8[xA]
z8z9zAzB = xCxDxExF @ S5[z7] ® S6[z6] ® S7[z5] ® S8[z4] ® S5[x9]
zCzDzEzF = x4x5x6x7 ® S5[zA] @ S6[z9] ® S7[zB] ® S8[z8] @ S6[xB]
K25 = S5[z3] @ S6[z2] ® S7[zC] & S8[zD] & S5[z9]

K26 = S5[z1] @ S6[z0] ® S7[zE] ® S8[zF] & S6[zC]

K27 = S5[z7] @ S6[z6] ® S7[z8] @ S8[z9] ® S7[z2]

K28 = S5[z5] ® S6[z4] ® S7[zA] ® S8[zB] ® S8|z6]

x0x1x2x3 = z8z9zAzB ® S5[z5] @ S6[z7] @ S7[z4] ® S8[z6] ® S7[z0]
x4x5x6x7 = z0z1z2z3 ® S5[x0] ® S6[x2] ® S7[x1] ® S8[x3] @ S8[z2]
X8X9XAXB = 24252627 ® S5[x7] ® S6[x6] ® S7[x5] @ S8[x4] ® S5[z1]
XCxDxExF = zCzDzEzF ® S5[xA] @ S6[x9] @ S7[xB] ® S8[x8] ® S6[z3]
K29 = S5[x8] @ S6[x9] ® S7[x7] ® S8[x6] ® S5[x3]

K30 = S5[xA] @ S6[xB] & S7[x5] ® S8[x4] ® S6[x7]

K31 = S5[xC] ® S6[xD] & S7[x3] ® S8[x2] ® S7[x8]

K32 = S5[xE] @ S6[xF] ® S7[x1] ® S8[x0] ® S8[xD]

The following step is used to create masking subkeys and rotation subkeys.
Let Kmy, ..., Kmys be 32-bit masking subkeys (one per round).

Let Kry, ..., Krie be 32-bit rotation subkeys (one per round); only the least significant 5 bits are used in each
round.

fori=1to 16:
Km; = K;

Kri = Kig+i
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5 128-bit block ciphers

In this clause, three 128-bit block ciphers are specified; AES in clause 5.1, Camellia in clause 5.2 and SEED
in clause 5.3.

5.1 AES

The AES algorithm is a symmetric block cipher that can process data blocks of 128 bits, using cipher keys
with lengths of 128, 192 and 256 bits. The AES algorithm is also known as the Rijndael algorithm. The AES
algorithm may be used with the three different key lengths indicated above, and therefore these different
options are referred to as “AES-128", “AES-192” and “AES-256".

In the AES algorithm, the length of the input and output block is 128 bits (4 words). The length of the cipher

key K is 128, 192 or 256 bits. The number of rounds, Nr, is 10, 12 or 14, depending on the key length,
described in Table 4.

Table 4. Number of rounds in AES

Number of rounds (Nr)
AES-128 10
AES-192 12
AES-256 14

For both encryption and decryption, the AES algorithm uses a round function that is composed of four different
byte-oriented transformations: 1) byte substitution using a substitution table (S-box), 2) shifting rows of the
state array by different offsets, 3) mixing the data within each column of the stafe array, and 4) adding a round
key to the state. These transformations (and their inverses) are described in Clause 5.1.3.

The encryption and decryption operations are described in Clauses 5.1.1 and 5.1.2, respectively, while the
key schedule is described in Clause 5.1.4.

5.1.1 AES encryption

The AES algorithm consists of a sequence of operations performed on a two-dimensional array of bytes called
the state. The state consists of four rows of bytes, each containing 4 bytes. In the state array denoted by the
symbol s, each individual byte has two indices, with its row number r in the range 0 <r<4 and its column
number c in the range 0 < ¢ < 4. The state is denoted by S = (s;,).

At the start of encryption process, the 16 bytes of the state are initialised with plaintext bytes p;, from top to
bottom and from left to right as illustrated in Figure 8.

Po | Ps| Ps|Pr Soo | Soi | Soz | Sos
P | Ps | Py | P Sio | Sii [ Siz | Sis
—»>
P.| Ps|Piwo| P Soo | Soi | Son | Sis
Ps| P |Pu|Pis Sio | S5i | S| Sss

Figure 8. Initialisation of the state

After an initial round key addition, the state is transformed by implementing a round function Nr times, with the
final round differing slightly from the first Nr —1 rounds. The final contents of the state are then sent to the
output as ciphertext.
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The complete encryption operation can be described as follows:
(1) S = AddrRoundKey (P, W)
(2) fori=1to Nr-1:
S = SubBytes(S)
S = shiftRows(S)
S = MixColumns(S)
S = AddRoundKey(S, W)
(3) S = subBytes(S), S = shiftRows(S)
(4) C = AddRoundKey(S, Wy,)
The individual transformations - SubBytes (), ShiftRows (), MixColumns () and AddRoundKey () —
process the state and are described in Clause 5.1.3. All Nr rounds are identical with the exception of the final

round, which does not include the MixColumns () transformation. In the above operation, the array W;
contains the round keys described in Clause 5.1.4.

5.1.2 AES decryption
All transformations used in the encryption operations are invertible. An implementation of the decryption
operation that maintains the sequence of transformations used in the encryption operation, replacing the
transformations with their inverses, follows.
The complete decryption operation can be described as follows:
(1) S = AddrRoundKey(C, W)
(2) for i = Nr—1 down to 1:
S = subBytes (S)
S = shiftRows }(S)
S = MixColumns *(S)
S = AddRoundKey(S, W?)
(3) S = subBytes *(S), S = ShiftRows *(S)
(4) P = AddRoundKey(S, WY)
The individual transformations — SubBytes™ (), ShiftRows ' ()and MixColumns™ ()— process the state
and are described in Clause 5.1.3. All Nr rounds are identical with the exception of the final round, which does

not include the MixColumns™ () transformation.

The new round keys W’ used in the above equation are computed from the original round keys described in
Clause 5.1.4.

5.1.3 AES transformations

The AES algorithm uses a number of transformations, namely SubBytes (), SubBytes ™ (), ShiftRows (),
ShiftRows™* (), MixColumns (), MixColumns™ () and AddRoundKey (), which are now defined.
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5.1.3.1 sSubBytes () transformation

The subBytes () transformation substitutes each individual state byte s;; by a new value s’; using a
substitution table (S-box), which is invertible.

Figure 9 illustrates the effect of the SubBytes () transformation on the state.

P S-Box O I I

0.0 | So1 | o2 5 LS00 | Soa | So2 | Sos
4',

S S S S ! S S

1,0 12 | Si3 1,0 12 | Si3
SVﬁ Srﬁ
S20| 52,1 [ S22 (523 Sr0 | S21 | S22 | S23
S3,0 | S3,1 [ S32 (533 830 | S31 | 532 | S33

Figure 9. subBytes () applies the S-box to each byte of the State

The S-box used in the SubBytes () transformation is presented in hexadecimal form in Table 5.

Table 5. AES S-box
01 2 3 4 5 6 7 8 9 a b c d e f

63 7c 77 7b f2 6b 6f c¢5 30 01 67 2b fe d7 ab 76
ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 cO
b7 £d 93 26 36 3f £7 cc 34 a5 e5 f1 71 d8 31 15
04 c7 23 ¢3 18 96 05 9a 07 12 80 e2 eb 27 b2 75
09 83 2c la 1lb 6e 5a a0 52 3b dé6 b3 29 e3 2f 84
53 dl1 00 ed 20 fc bl 5b 6a cb be 39 4a 4c 58 cf

o U1 W N B O

do ef aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8
7 |51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff £3 d2
8 [ cd Oc 13 ec 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73
9 [ 60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db
e0 32 3a 0a 49 06 24 5c c2 d3 ac 62 91 95 e4 79
b |e7 c8 37 6d 8d d5 4e a9 6¢c 56 f4 ea 65 7a ae 08
c [ba 78 25 2e 1lc a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a
d| 70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 cl 1d 9e
e | el £8 98 11 69 d9 8e 94 9b le 87 e9 ce 55 28 df
f[8c al 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16

For example, if 511 = {53}, then the substitution value would be determined by the intersection of the row with
index ‘5’ and the column with index ‘3’ in Table 5. This would result in s’y shaving a value of {ed}.

5.1.3.2 subBytes'() transformation

SubBytes () is the inverse of the SubBytes () transformation, in which the inverse S-box is applied to
each byte of the state. This is obtained by applying the inverse of the transformation described in
Clause 5.1.3.1.
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The inverse S-box used in the SubBytes™ () transformation is presented in Table 6.

Table 6. AES Inverse S-box
0 1 2 3 4 5 6 7 8 9 a b ¢ d e £

52 09 6a d5 30 36 a5 38 bf 40 a3 9e 81 f3 d7 fb
7c e3 39 82 9b 2f ff 87 34 8e 43 44 c4 de e9 cb
54 7b 94 32 a6 c2 23 3d ee 4c 95 0b 42 fa c3 4e

w N P O

08 2e al 66 28 d9 24 b2 76 5b a2 49 6d 8b dl 25
72 £8 f6 64 86 68 98 16 d4 a4 5c cc 5d 65 b6 92
6c 70 48 50 fd ed b9 da 5e 15 46 57 a7 8d 9d 84

<) N O B

90 d8 ab 00 8c bc d3 0a f7 e4 58 05 b8 b3 45 06
7 |1d0 2c le 8f ca 3f 0f 02 cl af bd 03 01 13 8a 6b
8 | 3a 91 11 41 4f 67 dc ea 97 f2 cf ce f0 b4 e6 73
9|96 ac 74 22 e7 ad 35 85 e2 f9 37 e8 1lc 75 df 6e
a |47 £1 1la 71 1d 29 c5 89 6f b7 62 0e aa 18 be 1b
b | fc 56 3e 4b c6 d2 79 20 9a db c0 fe 78 cd 5a f4
c | 1f dd a8 33 88 07 c¢7 31 bl 12 10 59 27 80 ec 5f
d |60 51 7f a9 19 b5 4a 0d 2d e5 7a 9f 93 c9 9c ef
e | a0 e0 3b 4d ae 2a f5 b0 c8 eb bb 3c 83 53 99 61

£f[17 2b 04 7e ba 77 dé 26 el 69 14 63 55 21 0c 7d

5.1.3.3 shiftRows () transformation

In the shiftRows () transformation, the bytes in the last three rows of the State are cyclically shifted over
different numbers of bytes (offsets). The first row, Row 0, is not shifted.

Specifically, the shiftRows () transformation proceeds as follows:

St = Sr(ctnmods for0<r<4 and 0<c<4,
where r is the row number.

This has the effect of moving bytes to the left (i.e., lower values of ¢ in a given row), while the leftmost bytes
wrap around to the rightmost positions of the row (i.e., higher values of ¢ in a given row).

Figure 10 illustrates the shiftRows () transformation.

5.1.3.4 shiftRows!() transformation

ShiftRows ' () is the inverse of the shiftRows () transformation. The bytes in the last three rows of the
State are cyclically shifted over different numbers of bytes (offsets). The first row, Row 0, is not shifted. The
bottom three rows are cyclically shifted by 4 — r bytes, where r is the row number.

Specifically, the shiftRows™* () transformation proceeds as follows:

S’ (c+hmoda= Src forO<r<4 and 0<c<4

Figure 11 illustrates the shiftRows™ () transformation.
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ShiftRows ()

Sr,O Sr,l Sr,2 Sr,3 Sr,O S

Sto | S | Si2 | Si3 E@] S| Sz | S13 | Sio
BT T ]
Sr0| 52,1 [ S22 (52,3 Sy | S23 | 20 | S

S3,0 | S3,1 [ S32 (533 m S33 | S30 | S31 | S32

Figure 10. shiftRows () cyclically shifts the last three rows in the State

ShiftRows ()

SV,O SVJ Sr,z SV,3 Sr,O Sr,l Sr,2 Sr,3

L[ [ 1
| [

17

LT

Figure 11. shiftRows™ () cyclically shifts the last three rows in the State

5.1.3.5 MixColumns () transformation

The MixColumns () transformation operates on the state column-by-column. This transformation can be
represented as a matrix multiplication, where each byte is interpreted as an element in the finite field GF(28) :

s, | [02 03 01 017[s,.

, s | o1 02 03 o1fs,
s =a(x)®s(x): “17lo1 o1 02 03]ls, for0<c<4.
SH.c S

si.| 103 o1 o1 02]|s,

DA :
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As a result of this multiplication, the four bytes in a column are replaced by the following:
Sy = ({02} e 5,.)® ({03}e 5, )D 5, @ 55,
S = S ©({02}e s )@ ({03}es,, ) 5,5,
S.® 5., ®({02}e s, )@ ({03}e 55,.)

o)
)
kY

Il

S3. = ({03} e 50.)® 5,,.® 5, @ ({02} » S3.)

The @ operator in these expressions denotes addition in GF(28), which corresponds to bitwise XOR. The
multiplications are Eerformed modulo the irreducible polynomial of the field. In the case of the AES algorithm
the polynomial of x° + x* + x*+ x + 1 is used.

Figure 12 illustrates the MixColumns () transformation.

SO’C / MixColumns () \ S('),c
{ Ste |1 [ So2|S0s S Sl‘,c S;),z S('>,3
] Soe Sz |53 j S'z,c S1o | 513
IR S22 (523 ﬁ S;’C S'2,2 S'2,3
S30 | S31 [ 53,2533 S3.0 S;,] S'3,2 S'3,3

Figure 12. MixColumns () operates on the State column-by-column

5.1.3.6 MixColumns!() transformation

MixColumns () is the inverse of the MixColumns () transformation. MixColumns™ () operates on the
state column-by-column. This transformation can be represented as a matrix multiplication, where each byte is
interpreted as an element in the finite field GF(28) :

So. | [0e Ob 0d 09]s,,

, . s, 09 0e Ob 0d]||s,
sS(x)=a (x)®s(x): = ’ for0<c<4.

Sye 0d 09 0Oe Ob||s,,

s, | [0b 0d 09 Oe||s;,

9

As a result of this multiplication, the four bytes in a column are replaced by the following:

5. = ({0e} e 5y, ) ® ({0b} e 5,,) ® ({od} ¢ 5,,) ® ({09} » 55, )
s, = ({09} 5,,)® ({oe} s 5,,) ® ({ob}e 5,,) ® ({od} ® 55,)
s, = ({0d} e 5,,) ® ({09} ¢ 5,,) ® ({0e} ¢ 5,,) ® ({0b} » 55, )
s5. = ({ob} e 5,,) ® ({0d} e 5,,) ® ({09} ¢ 5,,) ® ({0e} ® 55, )

5.1.3.7 AddRoundKey () transformation

In the AddRoundKey () transformation, a round key is added to the state by a simple bitwise XOR operation.
Each round key consists of 4 words (128 bits) from the key schedule (described in 5.1.4). Those 4 words are
each added into the columns of the state, such that

[S'O,c b S'l,c b S'Z,c b S'B,c ] = [SO,(_' b Sl,c > S2,c b S3,(_’] @ [W(4*i+c)] for0O<c< 4’
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where are the c-th key schedule words of i-th round key W, = [W e s Wiasis1y» Wiarinays Wiasiesy ] @nd i

(4%i+c)
is a value in the range 0< i < Nr. In the encryption operation, the initial round key addition occurs when j = 0,
prior to the first application of the round function. The application of the AddRoundKey () transformation to
the Nrrounds of the encryption occurs when 1< i <Nr.

The action of this transformation is illustrated in Figure 13. The byte address within words of the key schedule
was described in Clause 5.1.4.

[ | SO,c Bl ) SO,C
So, S0,2 | So3 So.d + [So2 | So3
S— S],c s s — Wasise I~ ' Sl,c ' '
| 51 1.2 ’@ w, R e Y T S12 | 513
S| '
S, S2c S22 (523 s, 52 S35 | 515
| 534 S5 S32 | 533 || Ssd S30 [S30] 533

Figure 13. AddRoundKey () XORs each column of the State with a word from the key
schedule

5.1.4 AES key schedule
The AES algorithm takes the cipher key K and performs a key expansion routine to generate a key schedule.
The key expansion generates a total of 4 (Nr + 1) words: the algorithm requires an initial set of 4 words, and
each of the Nr rounds requires 4 words of key data. The resulting key schedule consists of a linear array of 4-
byte words, denoted w;, with jin the range 0 <j < 4(Nr + 1).
The complete key expansion operation for AES-128 and AES-192 can be described as follows:
(1) [wo, wy, Wy, w3] = K and Nk = 4 for AES-128
[Wo, Wy, Wo, W3, Wy, W5] = K and Nk = 6 for AES-192
(2) forj= Nkto 4(Nr+1):
if (y mod Nk = 0) then
W= Wink @ SubBytes*(ShiftColumn(w,,))® R™K,
else
W= Wink @D Wiq
(3)Wi= [Wiar) , Wiarin1), Wiasin2) , Wiarinzy] fOr 0 < i < Nr.
In the above operation, the first round key W), used in the initial key addition, is directly filled with the 4 words
of the secret key K. The 32-bit columns w; of the remaining round keys are derived recursively. The
SubBytes* () transformation substitutes the bytes of a single column in the same way as the
SubBytes () transformation described in Clause 5.1.3.1. The shiftcolumn () transformation is an upward

cyclic shift over one byte position. The constants R'c are fixed 4-byte columns defined as (02", 00, 00, 00)"
with {02} representing the element x in GF(2°) (using the same irreducible polynomial x® + x* + x*>+ x + 1).
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The complete key expansion operation for AES-256 can be described as follows:
(1) [wo, wi, Wy, wa] = Ko, [Wa, Ws, W, W7]= Ky, Nk=38
(2)forj=Nkto 4(Nr+1)-1:
if (y mod Nk = 0) then
W= Wink@® SubBytes*(ShiftColumn(w,,))® R™
else if ( mod Nk = 4) then
W= Wink @ SubBytes*(Wy)
else
W= Wink @ W1
(3)Wi= [Wiasiy, Wiasinr), Wiasizz) , Wiawizz)] for 0 < i < Nr.
In the above operation, K, and K; represent the first and the second half of 256-bit cipher key K respectively.
For decryption, the new round keys W' are computed from the original round keys as follows:
Wi=W,; (fori=0ori=N,) orMixColumns * (W) (for 1<j <N,-1)
5.2 Camellia

The Camellia algorithm is a symmetric block cipher that can process data blocks of 128 bits, using cipher keys
with lengths of 128, 192 and 256 bits. This interface is the same as the AES algorithm's.

5.2.1 Camellia encryption

5.21.1  128-bit key

The encryption process for 128-bit key operates over 18 rounds and is shown in Figure 14. The
transformation of a 128-bit block P into a 128-bit block C is defined as follows (L and R are variables with
64-bit length, and kw, k and kl are round keys with 64-bit length):

(1) Lo || Ro=P © (kws || kws)
(2) fori=1to 18:
L= F(Li1, k) D Ry
Ri=Li
if (i =6 or 12) then
L= FL(L;<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>